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MELKSHAM MUSIC AND DRAMA - SOCIAL MEDIA POLICY

1. Purpose and Principles

Social media is central to how Melksham Music and Drama (MMAD) connects with audiences, volunteers and partners. Used well, it promotes our work, boosts ticket sales and strengthens support for local community theatre; used poorly, it can cause harm to people and to MMAD’s reputation. 

This policy sets out clear expectations for official and personal use by anyone connected with MMAD. It is based on widely‑accepted best practice for volunteer‑led groups, including national guidance that helps organisations use social media safely and responsibly.  

Guiding principles:

· The web is not anonymous; assume anything you post can be traced to you.
· Keep a clear line between personal, professional, volunteer, and official roles.
· Be truthful, respectful and constructive; add value to MMAD and community theatre in general.
· Respect the MMAD brand and follow guidelines in place to ensure MMAD’s intellectual property or its relationships with sponsors and stakeholders is not compromised or brought into disrepute.
· Protect privacy; don’t post others’ personal information without a lawful basis.
· Represent your own views and not impersonate or falsely represent any other person
· Never harass, bully, intimidate, defame or use hateful/obscene language.
· Safeguard children and vulnerable adults online

2. Scope

This policy applies to MMAD committee, cast, volunteers, and any individual posting about or on behalf of MMAD across all social and community platforms (e.g., Facebook, Instagram, TikTok, YouTube, X, LinkedIn, WhatsApp/Groups, forums, blogs, review sites, wikis). It also covers closed/secret groups administered by MMAD and any MMAD‑branded channels.
It includes, but is not limited to, activities such as:

· Maintaining a profile page on social, content sharing or business networking sites (including, without limitation, Instagram, Facebook, TikTok, YouTube, Linkedin, Flickr, Shutterfly, Twitter, or MySpace).
· Commenting, sharing or otherwise publishing content on any such site.
· Commenting on blogs for personal or business reasons.
· Leaving products or service reviews on search engines, retailer sites, or stakeholder review sites.
· Taking part in online votes and polls.
· Taking part in conversations on public and private web forums (message boards); or
· Editing a Wikipedia page.
The intent of the policy is to include anything posted online where information is shared that might affect members, colleagues, stakeholders, sponsors or MMAD as an organisation.

3) Legal & Regulatory Framework

Although MMAD is not a registered charity, we voluntarily follow relevant national guidance for community organisations because it supports safe, lawful and responsible use of social media. The following laws and frameworks apply to organisations of all types, including volunteer‑run groups:

· UK GDPR & Data Protection Act 2018: governs personal data in posts, comments, messages, photos, videos and admin record
· Online Safety Act 2023: we must act reasonably to keep users safe on MMAD‑managed spaces (reporting routes, removal of illegal/harmful content)
· Charity Commission guidance (2023): proportionate internal controls, political activity rules, and keeping people safe online. (Adopted as best practice for MMAD)
· Defamation Act 2013: social posts can be libellous; the “serious harm” test applies
· Copyright/IP law: respect rights holders; don’t post copyrighted content you do not own or have permission to use

4) Roles & Authorisation 

Committee members, hold governance responsibility under MMAD’s constitution. All references to governance in this policy refer to the MMAD Committee.

Identified people that can speak on behalf of MMAD on Social Media:

· Authorised spokespeople: Only those authorised by the Committee, or the current Show Director may post on official MMAD channels or represent MMAD publicly online
· The Committee may appoint a Social Media Lead to coordinate content, training, moderation and escalations.
· Media enquiries: Do not respond directly; refer to the Committee or current Show Director

5) Use of Social Media

If you are authorised to represent MMAD through social media or if you intend to discuss issues linked to MMAD we expect you to abide by the following:

1. Only those authorised by the MMAD’s Committee or show Director have permission to represent the organisation through MMAD official social media platforms. If you do not have authority, then you must not imply that you are in any way authorised to speak on behalf of MMAD.
2. If expressing your own views and opinions about MMAD, or community theatre, please use a disclaimer. An example of a disclaimer is: “the views expressed in this post are mine only and do not necessarily reflect the views of MMAD.”
3. It it is very difficult to take-back or remove any comments on social media. Please be certain that your comments will not be damaging to any parties.
4. If you make a mistake (i.e. accidently posting inaccurate information) please notify the Committee or current show director as soon as possible; they will advise on the best course of action.
5. Do not make any MMAD announcement unless you have received appropriate approval from the MMAD Committee or current show director. Do not include MMAD trademarks or logos in your postings.
6. Do not use MMAD channels for party‑political campaigning or endorsement. Any issue‑based advocacy on official channels must be pre‑approved and remain within applicable rules for charities and volunteer organisations.

6) Use of Artificial Intelligence (AI) in Social Media and Publicity

MMAD may from time to time use AI tools to support content creation (e.g. image generation, caption drafting, copy editing). 

MMAD remains fully responsible for all content produced using AI, even if generated partly or wholly by an automated tool.

AI outputs may contain errors (“hallucinations”) or biased information and must never be published without review. 

The Committee will maintain oversight of AI use and will ensure the following:

· Any AI‑generated content that could be mistaken for real people, events or photographs is clearly labelled as AI‑generated. 
· No member posting on social media under MMAD will intentionally mislead audiences with AI‑generated imagery or stories. If AI is used creatively or stylistically (e.g. promotional posters), its use shall be identifiable.
· No private, sensitive or personal data (including cast lists, contact details, health information, or rehearsal data) will be input into any AI system, particularly public or open‑source tools.
· AI will not be used to create content that impersonates real people without their explicit consent.

Data Protection:

· All AI tools must comply with UK GDPR and MMAD’s Data Protection Policy.
· MMAD will ensure AI systems do not compromise data security. 

7) Behaviour Standards (what to post / what not to post)

You must not post or share content that is:

· Defamatory, misleading, harassing, threatening, hateful or obscene. 
· Confidential to MMAD or its partners, or that compromises operations/safety 
· Infringing others’ copyright, trademarks or image rights 
· Harmful to children/vulnerable adults or that encourages risky behaviour. 

You must:
· Treat others with courtesy and respect; model inclusive, constructive dialogue. 
· Fact‑check, credit sources, and correct mistakes transparently.
· Use accessibility best practice (alt text, captions, readable contrast/fonts). (Good practice for charities’ digital comms.)

8) Data Protection on Social Media (UK GDPR / DPA 2018)

Lawful basis & minimisation

· Only post personal data (including names with photos, contact details, bios, rehearsal info) where we have a lawful basis (consent, legitimate interests, legal obligation, etc.) and we share the minimum necessary.

Photos & video

Adults: Obtain consent before posting identifiable images when the context is not reasonably expected (e.g., backstage photos); crowd shots in public may be permissible but use judgement and honour objections. 

Children (under 18): Parental/guardian consent is normally required for images/biographies. For online services offered directly to children, UK law sets 13 as the “digital age of consent” for consent‑based processing; apply a cautious approach and seek parent/guardian consent unless clearly within that narrow ISS scenario. 

Messaging & groups

· Don’t share contact lists or screenshots containing personal data outside the authorised team.
· Use official MMAD channels (not personal accounts) for coordination where possible; if personal devices are used, secure them and delete data when no longer needed. 

Rights & complaints

· Respect data subject rights (access, correction, objection, erasure where applicable). Direct requests to the Data Protection Representative (DPR) named in MMAD’s Data Protection Policy.

9) Safeguarding Online

· Follow the Safeguarding & Welfare Policy (Oct 2025) at all times, including reporting concerns via the Designated Safeguarding Lead (DSL).
· Do not initiate or continue private 1‑to‑1 online conversations with children; use group channels with another adult present and keep communications transparent and appropriate.
· Remove and report any harmful/illegal content immediately; keep a minimal evidential record (e.g., URL, timestamp, usernames) and do not store illegal sexual content.

10) Brand, Logos & Intellectual Property

· Do not use MMAD or show/sponsor logos on personal accounts without approval. 
· Only post artwork, scripts, photography or music you own or are licensed to use

11) Official MMAD blogs, social pages and online forums

For official MMAD blogs, social pages and online forums (including but not limited to “secret” and “closed”:

· Creation of any new page/group/forum using MMAD branding requires written approval from the Committee
· Closed “show groups” must be archived then deleted no later than the opening night of the next show, unless the Committee has recorded a specific need to retain (e.g., legal/safeguarding)
· Groups for shows with children must be administered by authorised adults, with membership restricted to active MMAD members/parents/approved chaperones.
· No promotion of personal/commercial projects on official MMAD pages without Committee approval. 
· Avoid hosted sites that serve uncontrolled pornographic/indecent “pop‑ups”; choose reputable platforms.

12) Security of Official Accounts

· Use strong, unique passwords and multi‑factor authentication for all MMAD accounts.
· Keep an access register (who has access to which account) and review regularly.
· Remove leavers’ access as soon as possible, change passwords when roles change.
· Store account credentials in a secure, Committee‑approved vault.

13) Political Activity & Campaigning (official channels)

MMAD does not engage in political campaigning and should not be represented as supporting or endorsing political parties or candidates.

Discussions of general social issues may be appropriate where directly relevant to MMAD’s activities but must be handled respectfully and without implying organisational endorsement.

To protect MMAD’s reputation and maintain an inclusive environment:

· Official MMAD channels must avoid political endorsements.
· Personal accounts must not imply that MMAD supports any political view or party.
· Issue‑based content may be shared only if it is directly relevant to MMAD’s activities and approved by the Committee.

14) Accessibility & Inclusion (good practice)

Provide alt text for images and captions for videos wherever possible; use plain language; avoid colour‑only meaning; ensure contrast and readable fonts. 

15) Reporting, Moderation & Takedown (including Online Safety Act)

Removal: 

Remove content that is illegal or violates this policy; for potentially criminal content, report to the platform and (where appropriate) the police/DSL and do not store illegal imagery. 

Record‑keeping: 

Keep minimal evidence (URL, date/time, account handle, brief description); store securely; avoid retaining sensitive images

16) Handling Mistakes, Complaints & Disputes

· If you post in error, correct or remove promptly and notify the Committee or current show director as soon as possible; they will advise on the best course of action
· Do not debate potential defamations (i.e. allegations about individuals/organisations) publicly. Escalate these immediately to the Committee for a risk/legal assessment against the Defamation Act 2013 “serious harm” threshold.
· For Data protection complaints/requests, refer to the DPR; respond without undue delay. 

17) Training & Awareness

Authorised posters and moderators must complete annual refreshers on:

· Safe and lawful posting (incl. defamation/copyright) 
· Safeguarding online (incl. reporting routes)
· Data protection on social channels (lawful basis, consent, retention)
· Platform safety tools and accessibility basics.

18) Enforcement

MMAD continually monitors online activity in relation to the organisation and its members. Detected breaches of this policy should be reported to the committee.

If a MMAD cast member or volunteer notices an inappropriate comment posted that defames or is abusive, contact the MMAD committee immediately. The Committee may hide and report inappropriate content posted to official MMAD sites as soon as it is noticed or reported. They will also be required to take a screen shot/copy of all inappropriate content prior to removing (exempt anything of a sexual nature), as potential evidence.

If detected, a breach of this policy may result in disciplinary action from MMAD. This may include being barred from using the page, a verbal or written warning or in a serious case, termination of engagement with MMAD. MMAD members may be disciplined in accordance with MMAD Constitution

A breach of this policy may also amount to breaches of other MMAD policies

19) Review, Additions & Amendments

The Committee will review this policy at least annually or sooner if law, platform rules or MMAD operations change. Updates will be communicated to members/volunteers and posted on MMAD’s website.


Policy Revised: January 2026

Next review due: January 2027

Related policies: Data Protection Policy; Safeguarding & Welfare Policy; Constitution; Complaints Procedure.
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